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1. OFbEM JUCIUIIJIMHBI B 3AYETHBIX EIUHUIAX C YKASAHUEM KOJIMYECTBA
AKAJEMHUYECKHNX YACOB, BBIJEJTEHHBIX HA KOHTAKTHYIO PABOTY OBYYAIOIIUXCS C
IPEIIOJABATEJIEM U HA CAMOCTOSTEJIBHYIO PABOTY

33ET
OO0mast Tpy10eMKOCTh
YacoB 1o yueOHOMY IIaHy 108
B TOM YHCIIE:
ayJUTOPHBIE 3aHATUS 10
caMoCTOsITebHAs paboTa &9
4acoB Ha KOHTPOIb 9

Pacnpez[e.ﬂeﬂne YacCoB TMCHUILIMHBI 110 CeMeECTPaM

Cemectp
(<Kypc>.<Cemectp 2(1.2)
Ha Kypce>) Hroro
Henens 14 3/6
Bun 3anarnit vo | PO | VI PII
Jlexuun 4 4 4 4
IIpaxruueckue 6 6 6 6
Hroro ayp. 10 (10 |10 |10
KonrakrHas padora |10 (10 (10 |10
Cam. pabora 89 189 |89 [89
Yacsl Ha KOHTPOIIb 9 9 9 9
Hrtoro 108 [ 108 | 108 | 108
Bune! koHTpONIA B cemecTpax:
OK3aMeH ceMecTp
KonTponsras pabora 2 ceMecTp




2. IEJIX OCBOEHU A JUCHUTIINHBI (MOAY JIST)

2.1

Hens n3yuenns qucnuminHbl « THOpMaIorHas 6€30IacHOCTEY - 00ydeHHe OCHOBHBIM IPHHITUIIAM HHPOPMaINOHHOM

2.2

6630HaCHOCTI/I, noaxoaaM K aHaJIM3y KOMIIbIOTCPHBIX CUCTEM C TOYKU 3pCHUA PIH(i)OpMaI.IPIOHHOfI 0C30MaCHOCTH U
peIICHUIO 3a1a9

23

3aIUTH HHPOpMAUU

3. MECTO JUCHUIIJIMHBI (MOAYJIS) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOI'PAMMBI

uxn (pasaen) OIL: | B1.B.JIB.02

31

TpeOoBaHus K IPeIBAPUTEIbHOI NOAr0TOBKE 00y4al01Ierocs:

3.1.1

Pycckuii 3bIK U KyJIbTYpa peuu

3.1.2

I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U TEXHOJIOTUHN

3.13

MeToabl ONTUMANIBHBIX PELICHUI

3.14

IIpaBoBeneHue

3.1.5

DKOHOMHKO-MaTEMAaTHYECKIE MCTOObI

3.1.6

I/IH(i)OpMaHI/IOHHLIe CHUCTEMBI U TCXHOJIOTHN

3.1.7

Metoasl ONTUMAaIBHBIX PEIICHUN

3.1.8

IIpaBoBeneHue

3.1.9

I/IH(I)OpMaI_II/IOHHLIe CUCTEMBI U TCXHOJIOTHHU

3.1.10

MeToabl ONTUMAIIBHBIX PELICHUI

3.1.11

IIpaBoBeneHue

3.1.12

WHdopMannoHHbIE CUCTEMBI H TEXHOJIOTHH

3.1.13

MeTobl ONTUMANIBHBIX PEIICHUN

3.1.14

[IpaBoBeneHue

3.1.15

VHdopMannoHHbIE CHCTEMBI B TEXHOJIOTHH

3.1.16

Metoasl ONTUMAaIBHBIX PEIICHUN

3.1.17

IIpaBoBenenue

3.1.18

WHadopMannoHHbIE CHCTEMBI H TEXHOJIOTHH

3.1.19

MeTo1bl ONTUMANIBHBIX PEIICHUN

3.1.20

IIpaBoBeneHue

3.1.21

I/IHq)OpMaI_II/IOHHLIC CUCTEMBI U TCXHOJIOTHN

3.1.22

MeTo1bl ONTUMAIBHBIX PEIICHUN

3.1.23

IIpaBoBenenue

3.2

Jducuumiunel (MOIY/I4) ¥ IPAKTHKH, IJIS KOTOPBIX 0CBOEHHE TAHHON JUCUMIJIMHBI (MOYJIs1) HEOOXOTUMO KaK
npeanecTByonee:

321

I/IH(i)OpMaHI/IOHHLIe CHUCTEMBI U TCXHOJIOTMHU

322

MeTo1bl ONTUMAIBHBIX PELICHUN

323

IIpaBoBeneHue

324

I/IH(I)OpMaI_II/IOHHLIe TEXHOJIOIT'MHU B MECHECIPKMCHTC

325

MeHeKMEHT

326

HpaBOBLIC OCHOBBI Hpe,Z[HpHHPIMaTeHLCKOﬁ JACATCIBbHOCTHU

3.2.7

Texnonornueckast (IPOSKTHO-TEXHOJIOTUYECKAsT) MPaKTHKA

328

Metopoiornueckoe odbecrieueHre 00ydeHus nonb3oBateneit VIC

329

MynbTuMeAuHbIE TEXHOIOTUN

3.2.10

Hayuno-mccnenoBatenbsckas paboTa (OTydeHHe MEPBUYHBIX HABBIKOB HAYYHO-HCCIIEI0BATENLCKOM paboThI)

3.2.11

CTpaTerPI‘ieCKI/Iﬁ MCHCPKMCHT

3.2.12

OKOHOMMKA OpraHUu3auu

3213

BI/I3H€C-HJ'I3.HI/IpOBaHI/I€

3.2.14

HuadopmanmoHHOe 00ecreueHNe yIPaBIeHUsI OPraHU3aIIMOHHBIMHA CHCTEMaMHU

3.2.15

Jloructrueckne CUCTEMBI 1 YHpaBJICHUC LUCIIAMHU ITOCTABOK

3.2.16

Hayuno-uccnenoBareinbckas pabora

3.2.17

VYmpapieHUIecKre penIeH s B IPOheCcCHOHATBHON e TeNbHOCTH

3.2.18

DuHaHCOBBIM MEHEIKMEHT

3.2.19

BrimonHeHNe ¥ 3aIMTa BBITYCKHOH KBaTN(DHUKAIMOHHOH PabOTHI




3.2.20 | Texaonoruueckasi (IPOSKTHO-TEXHOJIOTHIECKas) MPaKTHUKA

3.2.21 | YnpaBneHue npoekraMmu

3.2.22 | IT-uadpacTpykrypa opranuzauu

4. KOMIIETEHIIH OBYYAIOIIET OCSI, DOPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCLIATLTHHBI
(MOJY.JIST)

IIK-4 : Cnioco0en ynpapasth npoekramu B odsnactu UT Ha ocHOBe 0/1y4eHHBIX IUIAHOB, IPOEKTOB B YCJI0BHAX, KOrJa
NMPOEKT He BBIXOAUT 32 Mpe/eibl YTBepskIeHHbIX IapaMeTPOB

[1K-4.1 : CriocoGen npon3BoauTh cOOp HH(GOpMALUK J1s1 HHULIUALINH ITPOESKTa B COOTBETCTBUH C ITOJyYEHHBIM 3aJJaHUEM

I1K-4.3 : CriocoOeH npou3BOAUTS MOHUTOPUHT 1 YIpaBlieHHE paboTaMHt IIPOEKTa B COOTBETCTBHHU C yCTAHOBJICHHBIMU
perilaMeHTaMu

YK-2 : CnocoGen onpenesisiTb KPYyr 3a7a4 B PAMKaX MOCTABJIEHHOM 1eJIM U BLIOUPATH ONTHUMAJIbHbIE CIIOCO0OBI UX PellleHus,
HCXO/sl U3 IeHCTBYIOIIMX IPABOBLIX HOPM, HMEIOIINXCS PECYyPCOB H OTPAHUYECHHIT

YK-2.2 : TIpoektupyeT pelieHne KOHKPETHOM 3a7jauu MPOSKTa, BBIOMPAs ONTUMAJIBHBIA CIIOCO0 €€ PEIICHHUs, HCXOIs U3
JENACTBYIOIIMX MTPABOBBIX HOPM M UMEIOIIUXCS PECYPCOB U OTPAaHUYECHUIA

5. CTPYKTYPA U COAEPKAHUE JUCLUILINHBI (MOLY.IsT)

Kon Yacos

3aHATUA

HaumeHoBaHue pa3/iesioB U
TeM /BH 3aHATHS/

Cemecrtp /
Kypc

HNupuxaropsl | Jluteparypa | HHTtepakr. [Ipumeuyanue

Pazgen 1. OcHOBHBIE CBeJIeHHS
00 uHpopMaOHHOI
0e30MmacHOCTH

1.1 Beenenue B 2 2

“H(POPMALIMOHHYIO 6€30MaCHOCTD
OCHOBHBIE MTOHSTHSA
nHGOPMANNOHHOH 6€30IMacHOCTH:
JIOKyMEHTHPOBaHHAs
uHbopmManus,

6e30macHOCTs HH(OPMAIIHH,

VYK-2.2 IIK-
4.1 TIK-4.3

JI1.1 J11.2
J.3
J11.4J12.1
J12.2
JI2.3J13.1
JI3.2
0152353

KOH(UICHIINATEHOCTD,
LEJIOCTHOCTb,

JOCTYITHOCTh HH(OpMAaIUH,
3aImTa

HH(POPMAIINH, CHCTEMA 3aLUThI
nHbOpMaIIHH.
OO01meMeTo10IOTHYECKIe
TIPUHIIATIBI

TEeOpHH UHPOPMALTUOHHON
0e3omacHOCTH.

ITonsiTie u BUABI yrpo3
HH(POPMANMOHHO 6€30I1acHOCTH.
IlonsTre yrpo3sl
nHGOPMaMOHHO

6e3omacuoctu. Kimaccnguxarms u
BUJIBI YTPO3 HHOOPMALOHHON
6e3omacHocTi. BHYTpeHHNE N
BHEIIHNE HCTOYHHUKA YTPO3
HH(POPMANNOHHOH 6€30I1acHOCTH.
Yrpo3sl yTeuku

HHPOPMAIIUU H YTPO3bI
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.
OCHOBHBIE JIEMEHTHI KaHaa
peann3aiyu yrpo3sl 0€30MacHOCTH
uHpopManuu. MeToab
HapyIIEeHHS
KOH(HICHIIUATBHOCTH,
L[EJIOCTHOCTH

1 IOCTYITHOCTH MH(pOpMAIHH.
[Ipu4uHbI, BUIBI, KAHAIBI YTCYKH U
HCKaKeHHs nHpopmaruu /JIex/




1.2 IlonsiTne u 2 YK-2.2 TIK- JI.1J11.2
BH/IbI 3AIMUINAEMON HH(OPMAIIHH. 4.1 TIK-4.3 JI1.3
ITonsATue u cynHocTh JI1.4J12.1
3alunaeMon J12.2
unpopmauuu. [Ipasa u JI2.3J13.1
005I3aHHOCTH JI3.2
obmanarenst vHpopManuu. Bust 212233
3amuIaeMon HHopMaIuu:
rocyapcTBEHHas TaiiHa,

CITy)keOHas

TalfHa, Ipo)eccroHaNbHas TaliHa,
KOMMepyecKas TaliHa,
MIepCOHAJIbHEIC

naHHble. [lepeyeHb cBeneHMI
KOH(HICHIINATBHOTO XapakKrepa.
IlonsiTHE MHTENIEKTYaIbHON
COOCTBEHHOCTH M OCOOCHHOCTH €€
3aIUTHI.

Hudpopmannonnas

0€30ITacHOCTh KaK 9acTh
HaIlMOHAJIBHOH 6e30macHoCTH.
JoxrpuHa nH(GOpMAHOHHON
6e3omacHoctu PO.
TlocymapcTBeHHBIE CTaHIAPTHI B
cdepe nHGOPMATMOHHON
6e3onacnocru. /I1p/

1.3 3amura 8 VK-2.2 TIK- JI1.1 J11.2
NIEPCOHABHBIX JAHHBIX. 4.1 1IK-4.3 JI1.3
Wnadopmanns, orHOCsmascs k [11. JI1.4J12.1
Xpanenue [1/1. ITopsaox 2.2
yHuuroxxenus [1]1. DnekrpoHHbIN JI2.3J13.1
apxus. /Cp/ JI3.2

313233

1.4 IIpaBoBoii acriekT 6 VK-2.2 IIK- J1.1J11.2
“HGOPMAIMOHHOM 0€30MaCHOCTH. 4.1 TIK-4.3 JI1.3
Hopmarusao JI1.4J12.1
-IIPaBOBBIE KTl 2.2
peryaupyrouie AeaTelbHOCTh B JI2.3J13.1
chepe nHGOPMAIIMOHHOH JI3.2
Oe3omacHocTh. PykoBosmme 212233
JOKYMEHTBI 10 3aIllUTe
uHpOpMaAUU
OT HECAaHKIIMOHUPOBAHHOTO
noctymna ®CTOK Poccun /Cp/

1.5 IMoaroToBka KOHTPOJIBHOH PabOTHI 20 VK-2.2 IIK- J1.1J11.2
IlepepaboTka H3y4eHHOTO 4.1 TIK-4.3 JI1.3
Marepuaina /Cp/ JI1.4J12.1

2.2
J12.3713.1
JI3.2
313233
Pazgen 2. Opranu3anuoHHbIE
OCHOBBI O0ecneyeHns
uHGopMaLHOHHOI 0e30nacHOCTH
HA MpeInpUsATHH
2.1 OnexrponHas nmoamuce. /Cp/ 5 VYK-2.2 TIK- JI1.1J11.2
4.1 TIK-4.3 JI1.3
J11.4J12.1
J12.2
JI2.3J13.1
JI3.2

313233




2.2 Mepsl IPOTUBOAEUCTBUS YTPO3aM VK-2.2 IIK- J1.1J11.2
u obecrieueHus1 HHHOPMAIIMOHHOM 4.1 TIK-4.3 JI1.3
6e3omacHoctu. ITonmmTrka JI1.4J12.1
nHPOPMANNOHHOH 6e30ImacHOCTH 2.2
MpeanpusTHs. 3ammra JI12.3J13.1
“HGPOPMAIINHU KaK KOMILJICKC Mep. JI3.2
Kareropun mep obecriedeHus 0109233
HH(POPMANNOHHOH 6€30IMacHOCTH.

[IpaBoBasi, TeXHUYECKAS,
Kpunrorpadudeckas, Gpuzngeckas
3amuTa HHQHOPMAITHH.
OpraHu3anoHHO-TIPaBOBEIE,
TEXHUYECKUE U
KpunTorpagpuIecKkue MEeTOIbI
obecnieueHUs! THPOPMALMOHHOM
6e3omacHoctu. [IporpamMmuo-
ammapaTHBIE CPECTBA
obecrieueHNs THPOPMAMOHHOM
6e3onacunoctu. /Cp/

2.3 Pa3paboTka MOJTUTHKA YK-2.2 TIK- JIT.1JI1.2
MHPOPMAIMOHHOW 0€30MTaCHOCTH 4.1 TIK-4.3 JI1.3
"TpeboBanus IO 0OECTICUECHHIO JI1.4712.1
“H(POPMALIMOHHOH 2.2
6e3onacuoctu". /Ip/ JI2.3J13.1

JI3.2
2132
2.4 ITepepaboTka U3y4eHHOTO YK-2.2 TIK- JI.1J11.2
matepuaina /Cp/ 4.1 TIK-4.3 JI1.3
JI1.4J12.1
2.2
J12.3713.1
JI3.2
313233
Pazpgen 3. 3amura undopmauuu
B KOMIIBIOTEPHBIX CHCTEMAX

3.1 KomnbsrotepHas cucrema kak YK-2.2 TIK- JIT.1JI1.2
00BEeKT HHDOPMAITHOHHOM 4.1 TIK-4.3 JI1.3
6e3omacHocT. OCHOBBI JI1.4J12.1
0€30MacHOCTH OTEPAITUOHHBIX .2
cucteM. OCHOBHBIE BO3MOXKHOCTH JI2.3J13.1
n ¢uprpanms Tpaduka. CeTeBble JI3.2
YTPO3BI U METOABI 313233

TIPOTUBOAECHUCTBHUS UM.
WneHTUUKAIUS 1
ayTeHTU(UKALYS, yIIPaBICHHE
JIOCTYIIOM M aBTOPH3aLus,
MIPOTOKOJIMPOBAHUE U ayIUT.
®dopmainbHble MOJEIN
6e3omacHoCTH
ABTOMAaTH3HPOBAaHHbBIX cucteM /Cp/




32 Meronbl U KpUTEPUU OLICHKU VK-2.2 TIK- JI1.1J11.2
3aIIMIICHHOCTH KOMIIBIOTEPHBIX 4.1 11IK-4.3 JI1.3
cuctem. Kpurepun u xaccel JI1.4J12.1
3AIUILEHHOCTH CPEACTB J12.2
BBIYMCITUTEIILHON TEXHUKU U JI2.3J13.1
aBTOMATHU3HPOBAHHBIX JI3.2
HHPOPMAMOHHBIX CHCTEM. 0109233
Kpurepuu 6e3omnacHoct
KOMIIBIOTEPHBIX CUCTEM
«OpamxeBas kauray. Oomme
KpuTepuu 6e30MacHOCTH
HH(POPMANMOHHBIX TEXHOJIOTHIA.

PykoBopsmye JOKyMEHTHI
Tocrexxomuccun (PCTOK)
Poccun. CrangapTel no
yIpaBJICHUIO HHPOPMALMOHHOM
6e3omacuocteio ISO/IEC
27000. /Cp/

33 Qaiinosas cuctema OC Windows. YK-2.2 TIK- JI.1J11.2
Token goctyna nponecca B OC 4.1 T1IK-4.3 JI1.3
Windows. ®uIbTpOBaHHBIN TOKESH JI1.4J12.1
JIOCTYTIa aIMAHHUCTPATOPA. J12.2
Besonacnocts ¢aitnos B OC JI2.3J13.1
Windows. YpaBieHue 10CTyIOM. JI3.2
Opranu3zanus aynura uepe3s CCY /1. 0102233
Opranu3zanus rI00aapHOTo ayIuTa
¢ moMouIpto yTiiuThl auditpol.

Onepanuu ¢ NoJab30BaTENSIMA U
rpymmamu. /Cp/

34 Bbe3onacHoCTh IOKaIBHBIX YK-2.2 TIK- JI1.1JI1.2
BBIYUCIUTENBHBIX ceTeil. MAC u 4.1 1IK-4.3 JI1.3
IP agpeca. JlocTymHOCTD y3710B, JI1.4J12.1
¢unpTpanus naketon. [Tonck J12.2
yszBuMocTel. Hacrpoiika J12.3J13.1
0€30MacHOCTH MHTEPHET- JI3.2
obo3pesateneii. /Cp/ 212233

3.5 BpenonocHoe nporpammuoe YK-2.2 TIK- JIT.1JI1.2
obecrieyeHre U Mepbl 4.1 TIK-4.3 JI1.3
TIPOTHUBOICHCTBUSI. JI1.4712.1
Knaccudurkanus BpeJOHOCHOTO J12.2
I10O. TexHonoruu u anaropuTMbL JI2.3J13.1
3aIUTHI OT BPEJOHOCHBIX JI3.2
nporpamM. AxtuBupycaoe [10. 213233
MOHUTOPHHT, OTpaKEHUE
kubeparak. MexxceTeBble
aKkpaHbl. /JIex/

Paznen 4. OcHOBBI
Kpunrorpaguu

4.1 Kpunrorpadhudeckie MeToab1 VK-2.2 TIK- JI1.1 J11.2
3amuThl nHpopManuu. Moaens 4.1 TIK-4.3 JI1.3
KpUNTOrpaguuecKoil CUCTEMBI. JI1.4712.1
Bunp kpunrocuctem. OCHOBHbBIE J12.2
TpeOOBaHUs K JI2.3J13.1
KPUIITOTpapUUECKUM CHUCTEMAM. JI3.2
Bunet mmgpos. Kpunrorpadmus ¢ 212233

OTKPBITBIM KITFOUOM.
CoBpeMeHHbIE POCCHICKHE
CTaHAAPTHI LIH(PPOBAHUSL.
Kpurrorpaguaeckue
npotoxosl /Cp/




4.2 IIpumenerne KpunTOrpahUIECKUX 2 2 VK-2.2 IIK- J1.1J11.2 0

cuctem. Mcropuyeckue npuMepsl 4.1 TIK-4.3 JI1.3
mm¢po. Kpunrorpadugeckas JI1.4J12.1
cucrema RSA. /Tlp/ J12.2
J12.3713.1
JI3.2
212233
4.3 GNU Privacy Guard - mporpamma 2 6 YK-2.2 TIK- JI1.1JI1.2 0
Ui mudpoBaHus HHPOPMALIUHU U 4.1 1IK-4.3 JI1.3
co3nanust nuppoBoi JI1.4J12.1
noxmucu. /Cp/ 2.2
JI2.3713.1
JI3.2
212233

Pazpnen 5. [ToaroroBka K
HTOr0BOMY KOHTPOJIIO

5.1 IToaroroBka K UTOTOBOMY 2 9 VK-2.2 TIK- JI1.1J11.2 0 9K3
KOHTpOJTIO /DK3aMeH/ 4.1 TIK-4.3 JI1.3
JI1.4J12.1
2.2
J12.3713.1
JI3.2
212233

6. ®OH/1 OIEHOYHBIX CPEJICTB

6.1. KonTposibHBbIe BONPOCHI M 3a1aHUs

1. KOHTPOJIbHBIE BOIIPOCHI JI ITPOBEJEHUS ITPOMEXYTOYHOU ATTECTALIUU T1O UTOI'AM OCBOEHU
JVCHUIITIMHBI (MO Y JIA)

ITpomexxyTounas arTecTanyst mpoBoxutcs B opme urorosoro korTpois (MK) o mucrmminge:

Cemectp: 2

oD

OopMa: 5K3aMEH

Bormnpocsl 1i1st npoBeeHUs IK3aMeHa!

1. OcHOBHBIE NOHATHS HHPOPMAMOHHOH O€30IIacHOCTH.

2. Pons nHpOpManoHHOI 6e30macHOCTH B 00ECIICUCHUH HAallMOHAIBHOM 6€30I1acCHOCTH TOCyAapCTBa.
3. 3aKoHO/ATENILCTBO B 001aCTH HH(YOPMALMOHHON 6€3011aCHOCTH

4. Yrpo3sl 6e30macHOCTH HH(OPMAIIMOHHBIX U TEITEKOMMYHHUKAIIHOHHBIX CPE/ICTB U CHCTEM.

5. BHemHue 1 BHYTPECHHUE HCTOYHUKH YIPO3 HHPOPMAIIMOHHON 0€30MacHOCTH

6.
7.
8.
9.

10.

11

12.
13.

14

15.

16

17.

KomnbrotepHas cucrema kak 00beKT MHPOPMAIIMOHHOH 0€301MacHOCTH.
OOmas XapakTepuCTHKAa METOJIOB M CPEACTB 3alUThl HHQOPMAaLUH.
OpraHn3aIiioOHHO-TIPABOBEIE, TEXHUYECKHIE 1 KPUNTOrpadaecKie MeTo 15! oOecriedeH s HHYOPMAITMOHHONH 0€3011acHOCTH.
CoBpeMeHHbIe TpeOOBaHUS K KPUITOTPAahHIECKIM CHCTEMAaM.

Bupibl kpunrorpadyecKux CHCTEM.

. Ucroprueckue BUABI MI(POB.

Uro npUHATO NOHUMATH IOJ, yAAJIEHHOU aTakon?

Knaccudukanus ynaneHHbIX aTak.

. Kakue nporpaMMBl SBIISIIOTCS BPEIOHOCHBIMH?

Krnaccudurkanus KraccH4ecKux BUPYCOB

. Crioco0sI 3apaxeHus! KOMITBIOTEPHBIMU BUPYCAMHU

ITpusHaky 3apaxkeHHs KOMIIBIOTEPA

18. KocBeHHbIe IpU3HAKH 3apa)KEHUST KOMITBIOTEpa

19

20.

21

22.

23

24.
25.
26.
27.
28.
29.

30

31.
32.
33.
34.

. lelicTBUA NIpY NOSABICHUU IPU3HAKOB 3apa>kKeHUsI BPEIOHOCHOM ITPOrpaMMon

VICTOYHVKN KOMITBIOTEPHBIX BUPYCOB

. I'mobGaJibHbIE CeTH M 3NIEKTPOHHASI I0YTA KaK HCTOUYHHK KOMITBIOTEPHBIX BUPYCOB

JlokanbHBIE CeTH KaK HCTOYHHUK KOMITBIOTEPHBIX BHPYCOB

. OCHOBHBIE ITPaBMJIA 3ALIUTHI OT KOMITBIOTEPHBIX BUPYCOB

AHTHBUPYCHBIE TPOrPAMMBI

Buibl aHTUBHPYCHBIX IIPOTPaMM

NudopmannonHas 6€30MacHOCT B CHCTEME HAIIMOHAIBHOH Oe3omacHocTH PO.

CoctaB U cozepkaHue HarpaBiIeHUH HHHOPMAIIMOHHOI 6€30MacHOCTH.

IIpaBoBast 6a3a obecrieueHss MHPOPMAITUOHHON 0E30MaCHOCTH JTUYHOCTH (0OIIIECTBA, TOCY1apPCTBA).
YTpo3s! HHPOPMAITMOHHOH 0€30IacCHOCTH U (haKTOPEI, BO3IEHCTBYIONINE HA HH(POPMAIIHIO.

. IlpyunHbl, BUABI, KaHAIIBI YTEUKH M UCKaKEHHE UH(POPMALIIH.

BHyTpeHHue n BHENIHNE YTrpo3bl HHPOPMALMOHHOM 0€301aCHOCTH.

CocraB 1 conep)kaHHe HalpaBICHAH HHPOPMAMOHHOHN 0€30I1acHOCTH.

IIpaBoBas 6a3a obecrieueHwst ”HHOPMALMOHHON 0€30IACHOCTH JIUYHOCTH (0OIIECTBA, TOCYIapPCTBA).
Bune! undopmanuu ¢ Toukd 3peHust ”HGOPMALMOHHONW 6€30acCHOCTH.




35. MaTepechl TMIHOCTH (001IeCTBa, TOCYAapCTBa) B HH(DOPMAIMOHHOM chepe.

36. OCHOBHBIC HOPMATHBHO-IIPABOBBIC AKTHI B 001aCTH HH(OPMAIIHOHHON 0€30MaCHOCTH.
37. IlpuuuHbI, BUIBI, KAHATBI YTSUKN U UCKKCHUE HH(POPMAIIHH.

38. NupopmannoHHOE OpYyKHE, eT0 KIaCCH(PUKAIMI U BOZMOKHOCTH.

39. MeToap! HapyIlIeHUs] KOH(DUICHINATBHOCTH (LIeTIOCTHOCTH, AOCTYITHOCTH) HH(POPMALIKH.

6.2. TeMmbl NUCBMEHHBIX PadoT

Konrponshas padora mo teme "IlocTpoeHue cructeMbl HHOOPMALMOHHOW 0€30MaCHOCTH MPEANPUITHs" BKIIOYACT CICIYIOIINE
OCHOBHBIE Pa3ZIEIIbI:

1. PazpaboTka nmonutuky obecredeHust HHGOPMALMOHHON 6e30MacHOCTH
2. 3aKoHO/1aTeNbHBIN YPOBEHb

3. OpraHu3alioHHbII ypOBEHb

4. IIporpaMMHO-TEXHUYECKUH yPOBEHb

6.3. ®oH/1 OLICHOYHBIX CPEICTB

1. IOKA3ATEJIN, KPUTEPUU U IHKAJIbI OHEHVMBAHMA KOMITETEHIIUN

OrieHka copmupoBaHHOCTH KomreTeHImi y ctyaenToB HUMU JIon[’AY u BbICTaBlICHHE OLICHKHU 110 OTACIBHON TUCIHUILIHHE
BeJICTCS CICIYIOMNM 00pa3oM: IS CTYICHTOB OYHOW (pOPMBI OOYUCHHMS HTOTOBAs OIICHKA M0 TUCHIHUILIHHE BhIcTaBiseTcs mo 100-
OayuTBHOM cHCcTEMeE, a 3aTeM TEPEBOAMUTCS B OIICHKH OTIIMIHOY, «XOPOII0», «YIOBIECTBOPHTEIEHOY, «HEYIOBICTBOPHTEILHOY.
Bricokuii ypoBeHb OCBOCHUS KOMIIETEHIIMH, HTOTOBAsI OIIEHKA MO JUCHUIUINHE «O0TInYHO» (90-100 6ansoB): riry0oKo U IPOYHO
YCBOWJI IPOTrpaMMHBIIl MaTepuall, HCUEPIBIBAOILE, [TOCIEI0BATEILHO, YETKO U JJOTMYECKH CTPOMHO €ro U3jiaraer, yMeeT TECHO
YBSI3BIBATH TEOPHIO C MPAKTHKOW, CBOOOIHO CITPABIISETCS C 33/[a4aMH, BOIPOCAMH W IPYTUMH BUIAMHU TIPUMECHEHUS 3HAHUH,
MpUYeM He 3aTPYAHSAETCS C OTBETOM MPH BUIOM3MEHEHUH 3a/IaHH, UCIIONB3YeT B OTBETE MaTepual MOHOTpadhunIeckon
JUTEPATyphl, MPABUILHO OOOCHOBBIBAET MPHHATOE PELICHUE, BIaJeeT Pa3HOCTOPOHHUMH HABBIKAMH U MIPHEMaMH BBIITOJIHEHHS
IpakTHYecKuX 3a1ad. CHCTEMHO M INTAaHOMEPHO PadoTaeT B TeUeHHH ceMecTpa. [I0BHIIIEHHBIH YPOBEHb OCBOCHHUS KOMIICTEHIIUH,
WUTOTOBAsI OIIEHKA IO JUCIHUTUINHE «XOopoIro» (75-89 6amioB): TBepAo 3HAET MaTEpUa, TPAMOTHO U 10 CYIIIECTBY H3JIaraeT ero, He
JIOITyCKas CYIIECTBEHHBIX HETOUHOCTEH B OTBETE HA BONPOC, MPABUIILHO IPUMEHSET TEOPETHUECKUE TTOJIOKEHHS IPU PEIICHUN
MPAaKTUYECKUX BOIIPOCOB U 3aJay, BiaeeT He0OX0JUMbIMU HaBBIKAMU U TPUEMaMU UX BBIIOJIHEHUS. CUCTEMHO U INIAHOMEPHO
paboTtaeT B TeueHHH cemecTpa. [IoporoBhIii ypOBEHb OCBOCHHS KOMITETCHITNH, HTOTOBAsl OIIEHKA MO JUCIUTLINHE
«yHOBIETBOPUTENBHO» (60-74 Oara): UMeeT 3HaHUsI TOIBKO OCHOBHOTO MaTepuaa, HO He YCBOWJI €T0 JIETajei, I0MyCKaeT
HETOYHOCTH, HEAOCTATOYHO NPaBUIIbHBIE POPMYIUPOBKH, HAPYIICHHUS IOTHYECKOH MOCIEJ0BATENIbHOCTH B U3JI0KEHUH
MpOrpaMMHOTO MaTepHaja, HCIBITEIBACT 3aTPYJHECHHS IIPH BHITOJTHEHHH MTPAKTHICCKUX padoT. [IoporoBeIii ypoBeHh OCBOCHUS
KOMITETEHITUH He chOpMUPOBaH, UTOTOBAs OIIEHKA TI0 IUCIUILINHE «HEYIOBJICTBOPUTEIHHO» (MeHee 60 0aioB): He 3HAeT
3HAYUTENBHON YaCTH MPOTPaAMMHOTO MaTepuaa, JOMyCKaeT CYyIIeCTBEHHbIE OIUOKU, HEYBEPEHHO, C OONBIINMHU 3aTPyIHEHUAMU
BBINOJIHACT pakTuyeckue padbotsl. Kak npaBuio, OleHKa «HEYIOBIETBOPUTEIbHOY» CTABUTCS CTYJEHTaM, KOTOpbIE HE MOTYT
MIPOJIOJDKHUTH 00y4IeHHE Oe3 TOTOHNUTENBHBIX 3aHITHH 110 COOTBETCTBYIOMIESH qUCIUTIUTNHE. KpUTepruu ONeHKH YPOBHS
c(OpPMUPOBAHHOCTH KOMIIETCHINH U BBICTABICHHUE OANJIOB IO pacueTHO-Tpadmueckoii padore (1o 10 6amios, 3a4TeHO/HE3AUTEHO):
COOTBETCTBHE COJIEPIKAHMS PAOOTHI 331aHHIO; TPAMOTHOCTh U3JIOXKEHHS M Ka4eCTBO O(OPMIICHHS pabOThI; COOTBETCTBUE
HOPMAaTHBHBIM TPEOOBAaHMIM; CAMOCTOSTEIFHOCTD BBITIOTHEHHUS pabOTHI, ITyOHHA IPOPadOTKH MaTepHalia; HCIIOJIb30BaHHE
PEKOMEHJOBaHHOH M CIIPAaBOYHOM JTUTEPATYPHI; MPABUIBHOCTh BBHITIOJHEHHBIX PACUYETOB U rpadUuecKoii yacT; 000CHOBAaHHOCTH U
JI0Ka3aTebHOCTH BBHIBOJIOB.

2. METOJJMYECKUE MATEPUAJIBI, OITPEJIEJISIOIIME ITPOIEY Pbl OLIEHUBAHW S 3HAHUI, YMEHUH,
HABBIKOB U (MJIN) OIIBITA JESITEJIBHOCTH, XAPAKTEPHU3YIOIUE STAIIbI ®OPMUPOBAHMS KOMITETEHIIMIA
OO1uii mopsiIOK MPOBECHUS MPOLICAYPHI OLICHUBAHUS 3HAHWUH, YMEHHI, HABBIKOB U (MJIH) OIBITA ICSATEIbHOCTH, COOTBETCTBHE
MHIUKATOPaM JIOCTH)KEHHS C(hOPMHUPOBAHHOCTH KOMITCTCHIIHH OTIPE/ICIICH B CICAYIOIINX JTOKATbHBIX HOPMATHBHBIX aKkTax: 1.
ITomosxenne o Tekyieit arrecranuu 3HaHuit odydaromuxcst B HUMU JITAY (B nefictBytomeit penakimn). 2. [lomgoxenue o
IPOMEXYTOYHOM aTTecTaluy 00yJaroIIMXCs [0 IPorpaMMaM BBICIIETO 00pa3oBaHus (B JeHCTBYOLEeH pefakuun). JJoKyMeHTHI
pasMelieHbl B CBOOOTHOM JocTyIe Ha odunuansaoM caiite HUMU Jloul'AY https://ngma.su/ B pa3aene: [ maBHas
ctpanuna/CeefieHns 00 00pa3oBaTelbHON opranu3anuy/JIokanbHbIe HOPMAaTHBHEBIC aKTHI.

6.4. IlepeyeHb BH/I0B OLICHOYHBIX CPEACTB

1. OUEHOYHBIE CPEJJCTBA TEKVIIIEI'O KOHTPOJIA: - TecTsI 1 OMIIETH I IPOBeAeHHS TpoMexyTogHoro koHTpos (1K)
u tekymero koHTpoist (TK). Xpanrsarcs B OyMaxHOM BHIE Ha COOTBETCTBYIONIEH Kadenpe; - pa3aeinsl HHINBHIYATbHbIX 33 aHIH
(mMcbMeHHBIX paboT) 00yYaIOUINXCS; - OTYETHI 110 Ja0opaTopHbIM paboTaM oOyvaromuxcs; - 3aaa4u u 3aganus. 2. OUEHOYHBIE
CPEJICTBA ITPOMEXYTOUYHON ATTECTALIMU: - koMIieKkT GHIeTOB st 9K3aMeHa. XpaHHTCS B OyMaKHOM BHIE Ha
cooTBeTcTBYIOmEH Kadeape. [TommexnT exeroqHoMy 0OHOBIECHHIO U ITepeyTBEp K AeHHIO. UNCII0 BAapHAHTOB OMJIETOB B KOMIUICKTE
HE MEHEe YHCIIa CTYJICHTOB Ha SK3aMeHe.

7. YA EBHO-METOJUYECKOE U THO®OPMAIIMOHHOE OBECIIEYEHUE JUCIHUIIJINHBI (MOAY JIS)

7.1. Pekomenayemast 1uTepaTypa

7.1.1. OcHOBHasl IUTepaTypa

ABTOpBI, COCTaBUTENN 3arnaBue W3natenscTBo, ron
JI1.1 |Menbnuxos B.II., Hudopmanmonnas 6€30macHOCTS U 3aIUTa HHGOpMAIIHH: Mocksa: Akanemus, 2012,
Kieitmenos C.A. ydeOHOe mocodue A1 By30B 0 CHEHUATbHOCTH
"UH(popMalMOHHbBIE CUCTEMBI M TEXHOIOTUH"




ABTOpBI, COCTaBUTEITN

3arnaBue

W3naTenbcTBO, IO

JI1.2 | Wmeitnos B. . Hudopmannonnas 6e30MacHOCTb U 3aluTa HHGOPMALIUH: Mocksa ; bepaun: lupexr-
TeopHsl U IpaKTHKa: yueOHoe mocodue Menua, 2020,
https://biblioclub.ru/index.php?
page=book&id=571485
JI1.3 | MopryHos A. B. HudopmanuoHHas 6€30MacHOCTD: yIeOHO-METOIUUECKOE HoBocubupck:
nocobue HoocuOupckuii
roCyIapCTBEHHBIH
TEXHUYECKUI YHUBEPCUTET,
2019,
https://biblioclub.ru/index.php?
page=book&id=576726
JI1.4 | coct: E. P. Kupkonyn, |HWupopmanmonHas 6e30macHOCTh: yaeOHoe mocobue Bapnayin: AntI'TIY, 2017,
I0.T". Cxypbinun, E.M. https://e.lanbook.com/book/112
CkypblauHa 164
7.1.2. JlonoiHUTEIbHAS JIUTEPATYpPa
ABTODBI, COCTABHTEITH 3arnaBue W3narenbcTBO, roj
JI2.1 |Ky0amesaE. C., NHupopmaTrka v BEIMUCITUTENbHAS TEXHUKA | UHHOPMAIUOHHAS Womkap-Omna: TII'TY, 2019,
Maunamikesud U. A., 0€30MMaCHOCTh aBTOMATH3UPOBAHHBIX CUCTEM: yUeOHO- https://biblioclub.ru/index.php?
UYexynaera E. H. METOAMYECKOE TTOCOOHe page=book&id=562246
JI2.2 | ®ununnos b. U., HNudpopmanmonnas 6e3omacHocTs. OCHOBBI HAIG)KHOCTH cpecTB | Mocksa ; bepnun: Tupekr-
Iepctaesa O. I CBSI3U: YUEOHHK Menwua, 2019,
https://biblioclub.ru/index.php?
page=book&id=499170
JI2.3 |bacesa E. A. CucTeMHOE aIMUHUCTPUPOBAaHUE U MHPOPMAITHOHHAS HoBocubupck:
6e30macHOCTb: yuebHoe mocodue HoBocubupckuii
roCyIapCTBEHHBIH
TEXHUYECKUI YHUBEPCHUTET,
2018,
https://biblioclub.ru/index.php?
page=book&id=575325
7.1.3. MeTtonuueckue pa3padoTku
ABTOpBI, COCTaBUTEIH 3ariaBue WznarenscTBo, ros
JI3.1 |babam A.B., HNudopmanmonHas 6e30macHOCTh. JIaGopaTOpHBIi MPAKTHKYM: Mocksa: KHOPYC, 2012,
Bapanosa E.K. yaeOHOe mocodne
JI3.2 WudopmannonHas 6€30macHOCTh: Ta00paTOPHBII MPAKTHKYM Ilepms: IIITILY, 2018,
https://e.lanbook.com/book/129
509
7.2. Ilepeuens pecypcoB HH(OPMALMOHHO-TEJIEKOMMYHHKAIUOHHO# ceTu "UHTepHeT"
7.2.1 YHUBepcUTETCKAs OMOITMOTEKA OHJIANH : ANIeKTpoHHO- | https://biblioclub.ru
oubnmnoreunas cucrema (3b6C) / OO0
Hupexrmenual labmumunr. — URL:
http://biblioclub.ru/. - Pexxum goctyma: ais
3apeructp. ynrareneit ObC YHuBepcurerckas
O6ubnmnoTeka oHnaitH. - TeKcT: 2MeKTpoHHBIH https
7.2.2 Microsoft 365: caiit / Microsoft. - URL: https://www.microsoft.com/ru-ru/
https://www.microsoft.com/ru-ru/. - Peskum nocryma:
cBOOOTHBIN. - TekcT, N300paXkeHUE : HIESKTPOHHBIE
https
https
7.2.3 DnexTpoHHas HHPOPMaIMOHHO-00pa3oBaTeIbHas http://www.ngma.su
cpena nactutyta - Odpunuansheiii caiit HUMU
®I'BOY BO Jonckoiit TAY / HUMU ®I'bOY BO
Jonckoit AY. - URL:www.ngma.su. - Pexxum
JIOCTYIIA: TI0 JIOTUHY-TIapoJIro. - Tekct, n3o0paxeHue
AIIEKTPOHHBIE
7.3 IlepeyeHb MporpaMMHOro obecrneyeHus
7.3.1 Microsoft. Desktop Education ALNG LicSAPk OLVS | Cybonumensnonnsiii gorosop Ne502 ot 03.12.2020 r. AO

Serverl)

E 1Y AcademicEdition Enterprise (MS Windows
XP,7,8, 8.1, 10; MS Office professional; MS Windows

«Cod1Jlaitn Tpeita»
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Dr.Web®DesktopSecuritySuiteAntusupyc K3+ LY

locynapcTBeHHBIH (MyHUIMIIANBHBIN) KOHTPAKT Ne
PIIA06150002 ot 15.06.2021 r. Ha nmepenauy
HEUCKITIOUUTEILHBIX MPaB Ha MCIIOIB30BAHUE MPOTPAMM IS
SBM 000 «AWUTH L[EHT»

733 AdobeAcrobatReader DC JIutieH3UOHHBI JOrOBOp HAa MpOrpaMMHOE oOecrieueHne JUis
MepCOHATBHBIX KoMITboTepoB Platform
Clients PC WWEULA-ru RU-20150407 1357
AdobeSystemsIncorporated (6eccpodno).
734 Opera
7.3.5 Googl Chrome
7.3.6 Yandex browser
7.3.7 7-Zip
7.3.8 [IporpamMmmHast cucteMa Jiist OOHApy)KEHUsI TEKCTOBBIX | JInmeH3uoHHBIH moroBop Ne 6482 ot 28.02.2023 r.. AO
3aMCTBOBaHUi B y4eOHBIX M HAy4HbIX paboTax «AHTHIUTATHAT
«Antunnaruar. BY3» (uarepuer-sepcus);Monynb
«IIporpaMMHBII KOMIUTEKC TIOMCKa TEKCTOBBIX
3aMMCTBOBAHMI B OTKPBITHIX NCTOYHHUKAX CETH
HHTEPHET
7.3.9 MS Windows XP,7,8, 8.1, 10; Cyb6nuuen3unonnsiii gorosop Ne502 ot 03.12.2020 r. AO
«CodrJlaiin Tpeiia»
7.3.10 MS Office professional; CyO6muren3noHHbIH goroBop Ne502 ot 03.12.2020 . AO
«Cod1Jlaita Tpeitn»
7.3.11 Microsoft Teams IpenocraBnsercs GecrulaTHO
7.3.12 Snort 3.1.18.0 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007
7.3.13 GNU Privacy Guard 2.3.4 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007
7.4 llepeyeHb HHGOPMALMOHHBIX CHIPABOYHBIX CHCTEM
7.4.1 baser manabix OO0 "I'poce Cuctem.MHpopmanus u http://www.rpoccurdo.pd
pemeHus"
7.4.2 ba3zer nanabix OO0 Hayunas anexrpoHHas http://elibrary.ru/
6ubnuoreka
7.4.3 Basel nanueix OO0 "PernoHanbHbIH

MHGPOPMAIMOHHBIA MHEKC TUTUPOBAHHS"

9. METOMYECKHE YKA3AHUSA JJI51 OBYYAIOIUXCS 110 OCBOEHUIO JNCHUIIJIMHBI (MOAY JIS)

1. ITomoxeHue 0 IPOMEKYTOTHON aTTecTalNH 00YJAIOMINXCS IO TIPOrpaMMaM BEICIIIEro 00pa3oBaHus (BBEACHO B JEHCTBHE
npukazoM aupekropa HUMU Jlonuckoit TAY Ne3-OJ] ot 18.01.2018 r.) /HoBouepk. nax.-mennop. HH-T JloHckoit [AY. -
Hogouepxkacck, 2018. - URL: http://ngma.su (nata o6pamenus 26.08.2021). - TekcT : 27eKTPOHHBIH.

2. [Tonoxenue o Tekyuien arrectanuu odoydatonmxcs 8 HUMU JITAY (BBeneHo B neiicTBUe npukazom aupekropa Nell19 or 14
utonst 2015 r.) / HoBouepk. urxk.-menuop. uH-T JloHckoit [AY. - HoBodepkacck, 2015. - URL: http://ngma.su (mata obpamienus
26.08.2021). - Tekcr : anexrporHbIil. 3. TunoBslie (GOPMBI TUTYIBHBIX JIUCTOB TEKCTOBOI JOKYMEHTALIUH, BBITOIHIEMON CTYICHTaAMHI

B yueOHOM miporiecce / HoBouepk. urk.-Menuop. uH-T JloHckoit ['AY .-

HoBouepkacck, 2015. - URL: http://ngma.su (nara oopamienust 26.08.2021). - TekcT : 3MEKTPOHHBIH.
4. Metoau4ecKue yKa3aHus [0 CaMOCTOSITEIbHOMY M3YUSHHUIO AUCLUUIUIMHEL (IPUHSTH y4eOHO-METOANYECKIM COBETOM
MHCTUTYTA, IPOoTOKoa Ne 3 ot «30» aBrycta 2017 r.) / HoBouepk. umxk.-menuop. un-t Jouckoit [AY. - HoBouepxkacck, 2017.-URL:

http://ngma.su (nara oopamenwus: 26.08.2021). - TekcT : 3MEKTPOHHBIH.
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